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® 1.1 FgEH WEB.XML

157E weaver\ecology\WEB-INF\web.xm| FR/GHE & :

<servlet>
<servlet-name>getToken</servlet-name>
<servlet-class>weaver.weaversso.GetToken</servlet-class>
</servlet>
<servlet-mapping>
<servlet-name>getToken</servlet-name>

<url-pattern>ssologin/getToken</url-pattern>

</servlet-mapping>

T&1E weaver\ecology\WEB-INF\web.xm| F &% TEFEEE :

<filter>
<filter-name>WeaverLoginFilter</filter-name>
<filter-class>weaver.weaversso.WeaverLoginFilter</filter-class>
</filter>
<filter-mapping>
<filter-name>WeaverLoginFilter</filter-name>

<url-pattern>*jsp</url-pattern>

</filter-mapping>
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package test;

import org.apache.http.*;
import org.apache.http.client.HttpClient;




import org.apache.http.client.entity.UrlEncodedFormEntity;

import org.apache.http.client. methods.CloseableHttpResponse;
import org.apache.http.client. methods.HttpPost;

import org.apache.http.entity.StringEntity;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.impl.client.DefaultHttpClient;

import org.apache.http.impl.client.HttpClients;

import org.apache.http.message.BasicNameValuePair;

import org.apache.http.protocol HTTP;

import org.apache.http.util.EntityUtils;

import org.aspectj.lang.annotation.Aspect;

import org.junit.Before;

import org.junit.Test;

import org.junit.runner.RunWith;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.test.context.ContextConfiguration;
import org.springframework.test.context.junit4.SpringJUnit4ClassRunner;
import org.springframework.test.context.web.WebAppConfiguration;
import org.springframework.test.web.servlet. MockMvc;

import org.springframework.test.web.servlet.request. MockMvcRequestBuilders;
import org.springframework.test.web.servlet.setup.MockMvcBuilders;
import org.springframework.web.context.WebApplicationContext;

import java.io.BufferedReader;
import java.io.IOException;

import java.io.InputStreamReader;
import java.net.URI;

import java.util.*;

/5
* Created by crazyDream on 2017/1/10.
* B
*/
@RunWith(SpringJUnit4ClassRunner.class)
@ContextConfiguration("classpath*:*spring*.xml")
@WebAppConfiguration
@Aspect
public class MyTest extends MockMvcRequestBuilders {

/**
* $XEY token
*/

@Test




public void getToken() {
String url = "http://192.168.46.62:8808/ssologin/getToken";
Map <String, String> params = new HashMap<>();
params.put("appid”’, "demol");
params.put("loginid”, "sw");
String s = MyTest.doPost(url, params);
System.out.printIn(s);
//3K18849 token:
659C43561254716F8961A2586888BD17288178101C86582821E50E190F941A72
}

/**
* 75 I token if5]8) ecology TUH
*/

@Test

public void visitPage() {

String token =

"659C43561254716F8961A2586888BD17288178101C86582821E50E190F941A72";
String url = "http://192.168.46.62:8808/systeminfo/version.jsp";
Map<String, String> params = new HashMap<>();
params.put("ssoToken", token);
String s = MyTest.doPost(url, params);
System.out.printn(s); // BERLIHREINE

private MockMvc mockMvc;

@Autowired
private WebApplicationContext wac;

@Before
public void setUp() throws Exception {
mockMvc = MockMvcBuilders.webAppContextSetup(wac).build();

/**
* post IEK(FTF key-value #8UAISEN)

* @param url




* @param params
* @return
*/
public static String doPost(String url, Map params){

BufferedReader in = null;

try {
// X HttpClient
HttpClient client = new DefaultHttpClient();
/] EfHE HTTP 755%
HttpPost request = new HttpPost();
request.setURI(new URI(url));

/RESE

List<NameValuePair> nvps = new ArrayList<NameValuePair>();

for (Iterator iter = params.keySet().iterator(); iter.hasNext();) {
String name = (String) iter.next();
String value = String.valueOf(params.get(name));
nvps.add(new BasicNameValuePair(name, value));

//System.out.printin(name +"-"+value);

}
request.setEntity(new UrlEncodedFormEntity(nvps, HTTPUTF_8));

HttpResponse response = client.execute(request);
int code = response.getStatusLine().getStatusCode();
if(code == 200){  //i&REKID
in = new BufferedReader(new InputStreamReader(response.getEntity()
.getContent(),"utf-8"));
StringBuffer sb = new StringBuffer("");
String line = "";
String NL = System.getProperty("line.separator");
while ((line = in.readLine()) !'= null) {

sb.append(line + NL);

in.close();

return sb.toString();

}

else{ //
System.out.printin("{k7&43 : " + code);
return null;




/**

}
catch(Exception e){
e.printStackTrace();

return null;

* post iFk ( FBFiEK json IBNHSEL)
* @param url

* @param params
* @return

*/

public static String doPost(String url, String params) throws Exception {

CloseableHttpClient httpclient = HttpClients.createDefault();
HttpPost httpPost = new HttpPost(url);// €liE httpPost

httpPost.setHeader("Accept", "application/json");
httpPost.setHeader("Content-Type", "application/json");
String charSet = "UTF-8";

StringEntity entity = new StringEntity(params, charSet);
httpPost.setEntity(entity);

CloseableHttpResponse response = null;

try {

response = httpclient.execute(httpPost);

StatusLine status = response.getStatusLine();

int state = status.getStatusCode();

if (state == HttpStatus.SC_OK) {
HttpEntity responseEntity = response.getEntity();
String jsonString = EntityUtils.toString(responseEntity);
return jsonString;

}
else{
}

}

finally {

if (response != null) {
try {
response.close();
} catch (IOException e) {
e.printStackTrace();




}

try {
httpclient.close();

} catch (IOException e) {
e.printStackTrace();

}

return null;

}

I _E7=~18) visitPage J73kBEBITIG U I IE#AIR A ecology ITREARNEA, W TE :

MyTest
Run | MyTestvisitPage

@2 = T = » 1 test passed - 85 160ms
MyTest (test) 8s 160ms
h‘j‘ @ visitPage 8s 160ms
<html>
<head>
<title>®T ecology</title>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8">
<link rel="stylesheet"™ href="/css/Weaver_ wevB8.css" type="text/css">
- <script language="javascript® src="/wui/theme/ecology8/jquery/js/zDialog wev8.js"></script>
‘ﬁ:.” <script language="javascript™>
N var dialog = parent.getDialog (window);
» </script>
X <style>
- .textfield{
4 width:90%;

height:auto;
overflow:auta;
margin-left:30px;
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<?xml version="1.0" encoding="UTF-8"7>

<root>
<I--enable or disable firewall, 1 enable, O disable-->
<status>1</status>
<l--enable or disable debug mode-->
<sys-debug>true</sys-debug>
<l--cache params remove time, default 480 min-->




<intervalTime>480</intervalTime>
<I--Thread scan time, default30 min-->
<scanTime>30</scanTime>
<!--Sikp all referer xss -->
<skip-ref>true</skip-ref>
<!--Sikp all host check, check host header attack-->
<skip-host>true</skip-host>
<l--is must be execute xss filter-->
<must-xss>true</must-xss>
<l--xss type O: black list, according xss-keyword-list filter-->
<xss-type>0</xss-type>
<!--print value info when xss filter-->
<xss-debug>false</xss-debug>
<l--is enable rule check-->
<skip-rule>false</skip-rule>
<l--enable or disable webservice security check, truelfalse, default is false - ->
<enable-webservice-check>false</enable-webservice-check>
<is-login-check>false</is-login-check>

</root>

2 WeaverlLoginFilter E& 7N url-pattern =html (E9 [X_EFZERM) 40

<filter>
<filter-name>WeaverLoginFilter</filter-name>
<filter-class>weaver.weaversso.WeaverLoginFilter</filter-class>

</filter>

<filter-mapping>
<filter-name>WeaverLoginFilter</filter-name>
<url-pattern>*.jsp</url-pattern>
<url-pattern>*.html</url-pattern>

</filter-mapping>
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